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Evolution of network security

= CONTINUED GROWTH IN THE SECOND GENERATION
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Evolution of network security

= WEARE IN THE EARLY STAGES OF THE THIRD GENERATION
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Only fortinet can reach
the HIGHEST LEVELS of security

= SIGNIFICANT ENGINEERING INVESTMENT REQUIRED FOR PERFORMANCE AND VALUE
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Hey, look at
this news
alert...

Board / C-Suite NOC / SOC
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 Expansion Roadblocks
 Replicated Operations ’ Scalable

- Disjointed Systems ExpanSiO N

e Business Disconnect
« Communication Business

e Frustration .
Alignment

 Inefficient Operations

* Maintenance _
« Security Operations Streamlined

« Incident Response Opera’[ions
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SECURITY FABRIC

. .
Automation
i‘:\tt‘::: E\I:;?I:; Detlgc(:ion g:::igge >§ Notification Quarantine (Aiaplll
p  TRIGGERS P
ENGINE
AUTOMATED WORKFLOWS

Easy creation using wizards

(STITCHES) USING
TRIGGERS TO DELIVER

APPROPRIATE ACTIONS Covers components within a security fabric
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SECURITY FABRIC
Automation

Wizard that assist admin to easily setup
automation via predefined components

FortiGate 100D L8 @~ >_ [ admin-

@ Dashboard > | 4 CreateNew ¢ Edit W Delete
NA Security Fabric ~
Name # FortiGate Action Status
Physical Topology
] A Compromised Host @
Logical Topology

1_Fabric_Compromised_Quarantine All FortiGates Access Layer Quarantine Disabled

Security Rating ’ o -
&) Quarantine FortiClient via EMS

Automation

4c_IOT_Compromised_TechExpo All FortiGates &» Webhook Disabled

Settings
i= Configuration Change €

Fabric Connectors
s FortiView » | 5_Cloud ConfigChange_Breakout All FortiGates AWS Lambda Disabled
4 Network Nl C] & EventLog @
 System > | [ All FortiGates @& FortiExplorer Notification © Disabled
& Policy & Objects > | 3_Fabric_Security_Event_Push All FortiGates FortiExplorer Notification Disabled

& security Profiles 4a_|OT Login_Failure_Breakout All FortiGates &% Webhook Disabled

L VPN * | 4b_1OT Login_Failure_TechExpo All FortiGates &% Webhook © Disabled

& User & Device
= WiFi & Switch Controller

Ll Log & Report
€ Monitor

Display a menu Q
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SECURITY FABRIC
Automation

& Dashboard

Automation

Settings

& FortiView
+ Network
¥ System

QUARANTINE

O VPN

= Automatically quarantine
compromised hosts via Stitch

= Option to do so using FortiClient via
EMS or connection via FortiSwitch
and FortiAP

Ll Log & Report
€ Monitor

Display a menu

Security Rating

"= FortiGate 100D FTNT-SG-ISFW interim build0065 ~ l:fv

NA Security Fabric
Physical Topology
Logical Topology

Fabric Connectors

B Policy & Objects

& Security Profiles

& User & Device
= WIFi & Switch Controller

Q

@~ >_ [ admin-

New Automation Stitch

Name Quarantine-lOC-Detected
Status [+JEER © Disabled
FortiGate | [l All FortiGates x

+

Trigger

Compromised Event Log Reboot Conserve HighCPU  License Expiry HAFailover Configuration
Host Mode Change

OC level threshold  Medium

Action
Email FortiExplorer Access Layer Quarantine IP Ban AWSLambda  Webhook

Notification  Quarantine FortiClient via
EMS

Minimum interval (seconds) | O
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SECURITY FABRIC
Automation

L8 @~ >_ [ admin-
@ Dashboard > New Automation Stitch

NA Security Fabric ~

@

Physical Topology Name Quarantine-IOC-Detected
Loglcal Tapology Status © Disabled
FortiGate | [l All FortiGates x
Security Rating .
Automation T
Settings Trigger
Fabric Connectors
& FortiView >
b Network > A i‘é
£+ System >
Nm‘ FICATIONS & Policy & Objects > Compromised EventLog Reboot Conserve High CPU License Expiry HAFailover Configuration
& Security Profiles > Host Mode Change
D VPN >
& User & Device > Action
= New iOS Push notification via G o .
H a i ‘ & @ R
FortIEXplorer & Monitor >

Email FortiExplorer AWSLambda Webhook
Notification ]
Minimum interval (seconds) | O < Infection detected on host

Kevin's Galaxy-S8 (10.1.13.13) by FortiAnalyzer

“ 10C Service

9 o - N ATE . A

Host quarantined due to infection

Displayamenu  Q 1 JOHN95-DELL (1011313) by FortiAnaIyzer 10C
Service

*%° a =

Dropbox Box OneDrive

RTINET .
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SECURITY FABRIC

New Solution and Service

= Presenting I0C data from FAZ on
FortiView and topology maps

» Retrieve data and show affected
hosts on FortiGate

»

10C SERVICE INTEGRATION

& Dashboard

N¥X Security Fabric

FortiView

Traffic From LAN/DMZ

Sources
Destinations
Applications

Cloud Applications
Web Sites

Threats

Compromised Hosts

WiFi Clients
Traffic From WAN
Sources
Servers
Threats
All Segments
Security Events
System Events
VPN
Endpoint Vulnerability
Threat Map
Policies
Interfaces
FortiSandbox
All Sessions

+ Network

B Quctam
Displayamenu Q

ntegration

2 [© AddFilter|

Source
10.100.92.20 (10.100.92.20)
10.100.92.2 (10.100.92.2)
10.100.92.4 (10.100.92.4)
10.100.92.10 (10.100.92.10)
10.200.1.18 (10.200.1.18)
10.100.92.5 (10.100.92.5)
10.200.1.19(10.200.1.19)
10.100.92.6 (10.100.92.6)
10.200.1.20 (10.200.1.20)
10.100.92.21 (10.100.92.21)
10.200.1.17 (10.200.1.17)
10.100.92.8 (10.100.92.8)
10.100.92.12 (10.100.92.12)
10.200.1.21(10.200.1.21)
10.100.92.3(10.100.92.3)
10.100.92.9 (10.100.92.9)
10.100.92.11 (10.100.92.11)
10.200.1.2 (10.200.1.2)
10.100.92.13 (10.100.92.13)
10.100.92.14 (10.100.92.14)
10.200.1.3 (10.200.1.3)
10.200.1.4 (10.200.1.4)
10.100.92.16 (10.100.92.16)

101NN Q2 151N 1NN Q2 15}

Source Device

& NNNe-AR-D e N0NF

&« 1

in

>

»

Verdict +

i
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G ELELELEEEEEEEEEEEELEEEELEEREL
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‘ NN RN Acknowledged = £

Threats
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FortiCloud — Fortinet SaaS Cloud

= Easy to use Interface

=  Multi-Tenancy

= Deploy Templates and Scripts
» Role Privilege Assignment

» FortiCloud Key
» FortiDeploy
= Assign to FortiCloud or FortiManager

MANAGEMENT

ZERO TOUCH DEPLOYMENT

= |ndicators of Compromise

1 Year A _
FortiCloud Sandbox inspection = FortiView & Reporting
SANDBOX SECURITY ANALYTICS
= Free 100 Files a day submission 7 Day
= On Demand Upload Service free log retention & analysis
1 Year

Log Retention & Analysis Subscription
(unlimited Log volume)
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FortiCloud Security Analytics

GLOBAL THREAT
INTELLIGENCE

Detect and mitigate all
known threats
iIncluding post infection
with 1oC

LOCAL THREAT COOPERATION/
INTELLIGENCE ACTION

Discover and mitigate ol AU ecommendation

unknown threats using a Zero-Day Vulnerability

FortiCloud FortiView and

SandbOX o m Not Connected to Fabric
e ADVISORY Logging Disabled

F:RTINET
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FortiCloud FortiDeploy

G

FortiDeploy

Includes FMG onboarding
automation

| =
g"J— Zero - touch deployment

Scales to 10K’s devices in

]

different countries
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A CLOSE
LOOK AT

F:=RTINET



BUILT IN CORRELATION (I0C)

3 Incident Response
CIO Dashboard
Incidents

‘§\’ Event Monitor

Custom View
Event Handler List

Calendar View

&"= Fvent Management v

(@]
(@]
0
T -
0
0
@]

NOoubh wN P

2 Refresh © Last7 Days ~

iS Event Handler List

O show Acknowledged

Domain belongs to a denied category in policy

Recent Events (266)
#  Event Name
1  Spyware CnC
M 2 Malicious File Detected
3
> 4 ! lllegal or Unethical
5  FSA/RISK_MALICIOUS

wDate/Time

08-22 12:25
08-15 08:25
08-15 08:25
08-15 08:25
08-15 08:25
08-15 08:25
08-15 08:25

Device ID

FG1K5D3115804...
FG1K5D3115804...
FG1K5D3115804...
FG1K5D3115804...
FG1K5D3115804...
FG1K5D3115804...
FG1K5D3115804...

User

I@ Peter Smith
m Peter Smith
m Peter Smith
lm Peter Smith
@ Peter Smith
m Peter Smith
@ Peter Smith

Count
7

Source

10.100.1.100
10.100.1.100
10.100.1.100
10.100.1.100
10.100.1.100
10.100.1.100
10.100.1.100

Event Type
10C

e -

Destination IP

= 184.168.221.43
== 184.168.221.35
== 184.168.221.33
= 184.168.221.35
&= 50.63.202.48

&= 50.63.202.48

== 184.168.221.43

Last Update
2017-08-22 12:25:13
2017-08-22 12:18:29
2017-08-22 12:18:05
2017-08-22 12:13:23
2017-08-22 12:13:08

Service

HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP

Handler
10C Infected

Malicious File Detected
DNS Botnet C-and-C - High Severity
UTM Web Filter Event

UTM Antivirus Event

Host Name

blakelieberman.me
blakelieberman.me
blakelieberman.me
blakelieberman.me
blakelieberman.me
blakelieberman.me
blakelieberman.me

4
pass
pass
pass
pass
pass
pass
pass

ADOM: DB_FortiDemo_FGT

Additional Info

’ adminv @

Indicators of Compromise

FortiSandbox Detection

Domain belongs to a denied category in policy

Potentially Liable

Virus (FortiGuard ID: 7)

Recent Events

Peter Smith
10.100.1.100
(0} A Linux 3.16.0
Verdict Infected
Malware Type Spyware CnC
Policy ID/UUID 28/99e33412-7263-51e7-af7e-2ch499ec896«
Policy Action Passthrough
Time Period 12:25:13 08/22/2017

Event Timeline >

Event
Severity
Type

Count

Additional Info
Last Update

Event Handler

Comment

Spyware CnC

Indicators of Compromise
2017-08-22 12:35:13
10C Infected




[® Incidents

+ Create New

[# Edit

: More ~

Incident Date/Time

f@e Event Monitor Add “All Incidents’ o,
€3 All Events
Jo Custom View »

= Cioacd Llaadlac | e
Affected Endpoint and User

=

by N
ety
’ ﬂ

Topology

Colin Freeman

¥ Van_Office_FW2_Master

58 CFREEMAN-PC

Zone & Interface

Addresses

IP: 192.168.6.10

FortiClient Version

5.6.2.117 Updated on 2017.12.12

75_HW _lab (S548DF4K16000343: port44)
MAC: 9c-eb-e8-07-08-ef

Operating System 52 Microsoft Windows 7 Professional
Updated on 2017.12.10
2018-03-15 2018-03-15 2018-03-16
@ 10:22:05 23:22:05 04:22:05
User access Malware Found Intrusion
malicious URL on Ali's Mac Detected |

==RTINET.

017-12-11 15:55:
il Analysis Page

16

Incident Reporter
Josh Choi

Intrusion

Incident Category Severity

Status

Affected Endpoint(s)

eva7-12-1115:26:32  Admin Malicious Content [ High | Analysis 172.18.45.100
Rig;htlT'CI:'ck 2017-12-1111:12:12  Lucy Tam DDOS Attack Meditm | Response Email_Srv_1
______ g = P i —— ——
Network Sessions v
Process Name Destination Application Sessions ( = Blocked/ ® Allowed) Bytes ( ® Sent/ = Received) Policy
wimail.exe 208.91.113.80 UDP/161 10 CEE—— 245 kb NN 219
chrome.exe 172.16.100.117 UDP/161 6 G 3.51 kb I 219
QQProtectUpd.exe 58.250.11.124 UDP/161 4 S 279b m 219
chrome.exe 216.58.193.74 UDP/161 4 S 1.23 kb 219
explorer.exe 104.92.141.253 UDP/161 4 S 3.43 kb I 2_19
Events v
Vv Event Status Event Info Count Vv Severity Event Type Last Update Additional Info
Contained Byanga 22 Medium @ IPS 2017-09-20 04:10:12 Buffer Errors (CVE-1999-0003,CVE-1999-0687
[ Open  [EEWISTAALIN 14 | | s 2017-09-20 01:32:06 Buffer Errors (CVE-1999-0003,CVE-1999-0687,(
Contained Byanga 6 @ IPS 2017-09-20 01:10:13 Permission/Priviledge/Access Control (CVE-201
Mitigated EICAR_TEST_FILE 6 @ IPS 2017-09-19 20:14:16 Permission/Priviledge/Access Control (CVE-2017
Contained Byanga 6 Medium @ IPS 2017-09-19 20:10:13 Buffer Errors (CVE-1999-0003,CVE-1999-0687
Mitigated EICAR_TEST_FILE ) Medium @ IPS 2017-09-19 19:03:37 Permission/Priviledge/Access Control (CVE-201'
BETEI Phishing 6 Medium @ IPS 2017-09-19 18:49:49 Permission/Priviledge/Access Control (CVE-20%
Contained Domain was blocked by dns botnet C&C 6 Medium 3k Antivirus 2017-09-19 18:46:42 Virus (FortiGuard ID: 7630075)
Contained Domain was blocked by dns botnet C&C 4 Medium @ IPS 2017-09-19 16:34:18 General
BEEI Phishing 4 Medium @ IPS 2017-09-19 14:45:21 Permission/Priviledge/Access Control (CVE-20?
Contained Domain was blocked by dns botnet C&C 3 Medium @ IPS 2017-09-19 14:14:41 Anomaly (CVE-2012-2122)
Contained Domain was blocked by dns botnet C&C 3 Medium @ IPS 2017-09-19 11:55:09
Contained FortiDisco.Botnet 3 Medium ik Antivirus 2017-09-19 11:39:47 Virus (FortiGuard ID: 7630240)
[ Open [N 2 Medium 3k Antivirus 2017-09-19 11:40:03 Virus (FortiGuard ID: 7630240)
Contained Domain was blocked by dns botnet C&C 3 @ IPS 2017-09-19 11:10:17 Buffer Errors (CVE-1999-0003,CVE-1999-0687
Mitigated EICAR_TEST_FILE 3 _ High | @1IPS 2017-09-19 09:57:04 Buffer Errors (CVE-1999-0003,CVE-1999-0687,







SD-WAN Improvements

PATH SELECTION STRATEGY BEST QUALITY MIN. QUALITY (SLA)

Administrators who prefer simplistic path Administrators who desire granular threshold

Recommended Use Case : : : o ) . o
selection, relying on preferred quality criteria configurations per applications

Outgoing Interfaces Outgoing Interfaces

Strategy i LB Minimum Quality (SLA) Strategy EEeNEIWE Minimum Quality (SLA)

Interface preference I wanl x Interface preference ™ wan1
M wan2 x ™ wan2 SLA

salesforce.com#1

Criteria Jitter: Sms

Measured SLA salesforce.com v

Required SLA target salesforce.co m#{b x
+

Quality criteria Jitter = Packet Loss Downstream Upstream Bandwidth custom-profile-1

o T BT o
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SD-WAN Improvements

aAER
== FortiGate 100D r Q- @ >~ T admin-
@ Dashboard Priority Rule Select Entries x

N& Security Fabric Internet Service [telellleEldlel Y elelyldfa]]

Name | To-salesforce.com

I FortiView ‘QsalesforCE| x | +
4 Network B FIREWALL APPLICATION (6}
Source .
Interfaces Business (6}
Source address | & all Salesforce
DNS
Salesforce Chat.Messenger
Pt Packet Capt, ;
o S anUIE User group Salesforce_File.Download
- SD-WAN Salesforce File.Upload
Performance SLA Destination Salesforce_Login
SD-WAN Rules %4 Destinationtype | Address Salesforce_Post
Static Routes Destination Salesforce
*
Policy Routes
RIP Outgoing Interfaces
Strategy L0 elIENE Minimum Quality (SLA)
Zep Interface preference | M wan1 x
1 Multicast +
= WAN Path Controller is able to route

£ System Required SLA target internet#1 x

traffic using Application Control DB 2 Palc & Otjcts '

@ Security Profiles

(with over 3,000 signatures), in e
& User & Device

a.d d iti O n to I S D B = WIFi & Switch Controller

Ll Log & Report

= Once identified via application © vontor
control, subsequent matching
sessions are identified when seen

Displayamenu  Q,

next time on first packet

F:RTINET



VPN Configuration Enhancements

VPN Manager ~ |Psec VPN Monitor Map View SSL VPN One-click VPN

LL VPN Community ~ & Install Wizard

- & All VPN Communities 4 Create New [# Edit T[] Delete QI
]7 askatoon
a

@

Calgary ONTARIO
E Regina
3 Wingipeg
e EEmad
V\'\r\_
NORTH
MONTANA LELL
MINNESOTA 5 X
Minneapalis O“S""“
SouTH o WISCONSIN /
i 1 1 IDAHO MICHIGAN TW“‘OO(
= Allows multiple sites of Fortigate to — ik oy /
| [ ,,-/"'"d_r—__ IOWA ~——— Chicago d
Conflgure hUb-and-SpOke VPN Wlth the _/"//-7-/ '~ ;‘—%Eﬁlf&tggzmsmmzPENNSYLVANM Ney

help Of FortICIOUd On the baCkend- "~ ot United States IQJN’OG ™ VPN Name:  one-click_chicago :‘:JI

Kansas City India
o

1 . . COLORADO LG Role: Hub

= Can be implemented with FortiManager i 172332050

. Status : @ Connect

backup mode as another option ST AN

LAS VEGAS OKLAHOMA / TENMMNESSEE s CES&G:A

/ ARKANSAS Charlotte

l:.hRIZL_}MA NEW MEXICO / Atlanta SOUTH

ol oad] MISSISSIPPI ° CRROUIRS

ey Tuos _ a°aﬂ FGVMO2HZ20310044 | ALABAMAL - 6popg)
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